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Fully automated driving (GoA4) describes the highest degree of 
automation in train operation 
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Majority of Germans would use automated trains and subways 
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Fully automated driving in an open system requires solutions to 
technical, operational and legal issues
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Source: https://www.aviation24.be/railways/malmo-sweden-and-copenhagen-
denmark-are-working-on-a-plan-to-connect-their-metro-systems/

Quelle: https://www.butenunbinnen.de/nachrichten/achim-bahn-gleise-zug-
100.html

▪ GoA4 systems with platform screen doors 
already exist in local transport

▪ These systems are closed systems and 
access to the track areas are prevent by
fences or tunnels

Closed system

▪ Train system is an open system
▪ Vehicle must monitor their own track, no 

continuous use of fences or other elements

Open system
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Automation has a positive impact on rail traffic
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Increase in traffic demand

Shortage of skilled labor

GoA4 
as 

solution

Ensuring demographic stability through 
effectively deployed train drivers

Higher independence of vehicle usage from 
personnel planning

Important basis for expanding transport services

More flexible implementation of the offer concepts

Optimization of vehicle circulation 

Automation as 
solution
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ETCS balise 
(ATO precision stop)

Data flow

ATO2 ETCS3

5G Public/ FRMCS GSM-R/FRMCS 

Supply of operationally 
relevant data & 

monitoring of operational 
processes

1 system components ATO-TS, Basic DR and CTMS-Translator | 2 Automated Train Operation | 3 European Train Control System

Operations center

Required subsystems for ATO GoA2 rollout

Digital 
Interlocking
Monitors & 
secures the 
track

ATO GoA2 
track systems1 

at technical site

Supply of 
infrastructure and 

timetable data

ETCS center

Issues e.g. 
driving permission

Highly 
automated

Digital Register
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Digital 
Interlocking

Data Factory:
Scenario catalogue, 
simulation, ML training 
environment

Hybrid cloud

Obstacle 
on track

Technical 
site

Brake 
application

Sensors
Data storage

GoA4 Onboard System:
Processing sensor data & 
initiation of reaction to train 
control

Extract of Digital Register

Emergency manager

New technologies and data flows for fully automated driving

Operations center

Diagnosis & 
remote control

Data flow



DB Intern / DB internal

Industry

Rail operator

Infrastructure 
manager

Public 
authorities

Science

European 
bodies

On track for the future with fully automated driving
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Challenges

▪ Technical, operational and legal 
complexity in an open 
railway system

▪ Functional safety demonstration 
for the overall system

Solution approach

▪ In „AutomatedTrain“ the basis 
for the fully automated train 
operation will be prepared 
jointly

Joint approach necessary to solve open research questions

AutomatedTrain | InnoTrans 2026

Legislation
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Train preparation

Dispatching

Perform train 
journey

Parking

Shut down

Maintenance + 
moving on 

depot premises

Train formation 
+ allocation to 

mission

Production cycle for rail operations

AutomatedTrain | InnoTrans 2026

→ GoA4 product strategy follows a development strategy step-by-step.
First step: automated train preparation and parking

Drivers of complexity for the development 
of fully automated driving:

Safety requirements and verification of a safe guideway 
beyond the train's sensor range

Troubleshooting, especially with passengers on board

Variability of sensor range due to track features and 
environment

Real and simulated data or equipped trains to collect 
data

11
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First pilot project in Germany with ATO over ETCS as well as R&D 
project "Sensors4Rail" to test on-board obstacle detection

▪ Start 2019 until July 2023
▪ Sensor technology enables perception 

of the surroundings and precise 
localization

▪ S-Bahn train equipped with digital HD 
map, camera system, radar and lidar as 
well as GNSS

Sensors4RailDigital S-Bahn Hamburg

▪ Start 2018 until the end of 2021
▪ First highly automated S-Bahn in 

passenger service in Germany with 
ATO over ETCS

▪ Data transmission via 4G & 5G mobile 
communications standard

Pilot Technical Demonstration
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Project 
presentation 
AutomatedTrain
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Funded by BMWE, we take the next step towards fully 
automated driving
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▪ Kick-off July 2023
▪ Duration 3 years
▪ 9 partners
▪ Unique consortium
▪ BMWE funds the project with 42.6 

million euros
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Main goals of AutomatedTrain
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Operational concept & requirement 
specifications

Verified & validated system architecture

Development of modular hardware- and software 
solutions for the use case of fully automated train 
preparation, dispatching and parking functionality

Achieve a vehicle-independent functional 
validation of obstacle detection

Solving open questions on the way of taking an 
ATO GoA4 system into service

Exchange with European bodies for 
standardization
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Main goals of AutomatedTrain

Creation of a basis for product development and the gradual 
rollout from GoA2 to GoA4

CENELEC-conform 
project setup & execution

Completed

Status: March 2026

Operational concept & 
requirement specifications 

Demonstration of
project achievements

System architecture
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Exchange with European bodies and public 
authorities, e.g. German federal railway association 
and TÜV to discuss ways towards homologation

In the lab:
system integration & testing; 
diagnosis and onboard compute 
platform

On two trains:
system integration & testing

Modular hardware- and 
software solutions 
towards a GoA4 System

AutomatedTrain | InnoTrans 2026
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Partners involved
DB InfraGO, DB Regio, BEG, SMO

System architecture AutomatedTrain
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System architecture, as a standardized reference for 
development, validation and verification

▪ Creation of an operational concept

▪ Creation of system definition

▪ Execution of risk analysis

▪ Definition of system requirements, 
derivation of system architecture, 
subsystem and interface 
requirements

▪ Definition of system integration 
tests, validation and acceptance

Environment

Digital
Register

ETCS-OB

Data Factory

ATO-OB

Vehicle 
Operations 

System

Operations
Center

Vehicle data 
logger VDL

Automatic 
processing module 

APM-OB

Object detection 
system ODS

AT system

Vehicle

Trackside
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Wildenrath

Stuttgart

“AutomatedTrain” demonstrates the fully automated train 
preparation and parking
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Platform

Balise

Perception

Data Factory

Digital Register

Data Logger

Driving the vehicle:

▪ After getting the drive command, the vehicle drives fully 
automated at a maximum speed of 40 km/h

▪ Vehicle is using the perception system to observe its ego 
track during the drive, sensor data is recorded in a 
standardized way (Data Factory)

▪ In combination with the Digital Register and real-time 
localization, objects on the ego track are detected and a 
reaction is performed if necessary (e.g. horn, brake) 

Stabling area:

▪ Fully automated preparation of the vehicle

▪ Vehicle performs self-check

▪ Vehicle sends status to operation center 
(ready to go or not)

Stopping at a platform and 
returning to park position:

▪ After receiving the drive command from the operations-
centre, the vehicle stops at the requested position

▪ After receiving the drive command from the operations-
centre the vehicle returns fully automated 
to the stabling area

▪ Fully automated parking of the vehicle

▪ Switch between GoA2 and GoA4 operation

Berlin-Spandau
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Common sensor set for perception will be integrated on two 
different vehicles
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6x Camera
2x Infrared Camera

6x Lidar

8x Ultrasonic

3x Radar

1x Camera

Use Case
Automated Stabling

Additional sensors for 
research

Camera &
IR-Camera

Lidar

Ultrasonic

Radar

BR Mireo
OEM: Siemens

© Siemens Mobility GmbH© Alstom Transport Deutschland GmbH

BR 430
OEM: Alstom

AutomatedTrain | InnoTrans 2026
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7 x RGB Cameras

2 x Infrared Cameras

6 x LiDAR Sensors

3 x Radar Sensors

8 x Ultrasonic Sensors

Field of views Sensor-Set

Field of views of the sensor setup in AutomatedTrain

AutomatedTrain | InnoTrans 2026 20
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Test environments in AutomatedTrain @ Berlin-Spandau

Dynamic mock up MireoStatic mock up BR430

• Static integration and 
commissioning of the ODS (object 
detection system) and the VDL 
(vehicle data logger)

• Subsystem acceptance and 
“smoke” tests

• Replay of recorded sensor test 
data ( in development)

Dynamic mock up BR430

• Dynamic commissioning of the 
ODS and VDL for each software 
release (3-month cycle)

• Scenario-based testing 
(verification) of requirements and 
generation of test data with the 
BR430 sensor setup

• Journeys at up to 25 km/h 
(pushed by locomotive)

© Siemens Mobility GmbH
© DB InfraGO AG© DB InfraGO AG

• Dynamic commissioning of the 
ODS and VDL for each software 
release (3-month cycle)

• Scenario-based testing 
(verification) of requirements and 
generation of test data with the 
Mireo sensor setup

• Journeys at up to 25 km/h 
(pushed by locomotive)

AutomatedTrain | InnoTrans 2026
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AutomatedTrain GoA4

Development of technical solutions for the functional chain for 
fully automated driving

AutomatedTrain | InnoTrans 2026 22

▪ Perception of static and 
dynamic objects

▪ Localization 

▪ Digital register

▪ Vehicle diagnostics

▪ Fusion of various sources of 
information from localization, 
perception and digital register

▪ Evaluation of the current 
situation with regards to its 
criticality

▪ If necessary: calculation of an 
optimal response

▪ Control and monitoring of the 
vehicle actuators

▪ Initiation of a reaction

SENSE THINK ACT
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The trains are equipped with further hardware in addition to the 
sensor set

Data logger to record 
sensor data & 

functional outputs
Sensors for 
perception

Compute platform
for operating the 
GoA4 software

Antennas for 
localization & 
data transfer

AutomatedTrain | InnoTrans 2026 23

Sensors for 
localization

Variant 1
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The trains are equipped with further hardware in addition to the 
sensor set

AutomatedTrain | InnoTrans 2026 24

Variant 2

Data logger to 
record sensor

data & functional 
outputs

Compute platform for 
operating the GoA4 
software

Sensors for 
perception

Antennas for 
localization & 
data transfer

Sensors for 
localization
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Testzentrumsring 
Siemens

Test environment and scope for Siemens Mireo
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Boundary conditions

▪ Testing in a protected environment

▪ Objects can be placed near / on the tracks

▪ Only a safety driver is present on the train

Features / use-cases

▪ Fully automated train preparation & self-check of the vehicle

▪ Perception, incident prevention management and reaction 
with interaction on train control (e.g. brakes)

▪ Handover from GoA4 to GoA2

→ full scope is described in “operational concept”

Wildenrath

Test rings at the Wegberg-
Wildenrath test and 
validation center of 
Siemens Mobility
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Test environment and scope for BR430

StuttgartStuttgart

Boundary conditions

▪ Fixed schedule due to ongoing 
operations of S-Bahn Stuttgart

▪ Train driver has full responsibility

Features / use-cases

▪ Data collection in operational environment (no 
interaction with train control) 

▪ Output of system reaction via HMI display 

Railroad platform

Turn off
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2025 2026

Project start

Hardware-Freeze

Definition of the
system architecture

2024

Start of software 
development & 
laboratory tests

Engineering of 
the vehicles

System
integration

Start of the
test drives

Demonstration
drives

Presentation of results
at the InnoTrans ‘26

Operational concept & 
requirements definition

2023

Active exchange with relevant public entities to clarify 
GoA4 implementation issues

Cooperation with European bodies

From requirements to realization on two different 
vehicles within three years

AutomatedTrain | InnoTrans 2026
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Implementation on two  vehicles
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© Siemens Mobility GmbH

© Alstom Transport Deutschland GmbH

ETCS-OB

ATO-OB

Vehicle 
Operation 

System
(VOS)

Vehicle Data 
Logger (VDL)

Automatic 
Processing 

Module Onboard 
(APM-OB)

Object Detection 
System (ODS)

AT-System
BR430

Implemented Not implemented

ETCS-OB

ATO-OB

Vehicle 
Operation 

System
(VOS)

Vehicle Data
Logger (VDL)

Automatic 
Processing Module 

Onboard
(APM-OB)

Object Detection 
System (ODS)

AT-System

Mireo

Mireo was retrofitted in Wegberg-Wildenrath by Siemens 
Mobility

• Equipped with complete hardware for fully automated 
provisioning, including fully automated preparation service

• The AutomatedTrain System intervenes in vehicle control 
and can implement a fully automated reaction (e.g., 
braking or horn)

• Commissioning at the Wegberg-Wildenrath test site from 
June 2025

• Type/complete system tests at the Wegberg-Wildenrath 
test site from spring 2026

BR430 was retrofitted by Alstom in Hennigsdorf

• Equipped with subsystems: obstacle detection system 
(ODS) and data recorder (VDL) 

• No retroactive effect – AutomatedTrain System does not 
interfere with driving and braking control

• Commissioning at test site in Hennigsdorf from October 
2025

• Measurement runs (no retroactive effect) from 2026 in 
Stuttgart

AutomatedTrain | InnoTrans 2026



Object 
Detection System

(ODS)

Automatic Processing 
Module Onboard

(APM-OB)

European train 
control system 
onboard
(ETCS-OB)

Automatic train 
operation onboard 
(ATO-OB)

Vehicle 
Operation System
(VOS)

Operation
Center

AT-System

AutomatedTrain | InnoTrans 2026 30



• Sensor data
• Relevant object list
• Train unit absolute 

position
• Observation range
• Failures

• Relevant object list
• Train unit absolute position
• Observation range
• Failures

In
te

rf
a
ce

In
te

rf
a
ce

Distance to last
balise group

Object Detection System
(ODS)

The Object Detection System 

comprises:

▪ Environment perception

▪ Localisation for perception 

▪ Digital map 

▪ Safety Integrity Level (SIL) 1 

for person in Ego Route

▪ Basic Safety Integrity Level (BI) 

for person in adjacent track

▪ Not safety related functions for 

other objects or zones

ODS

AT-SystemObject Detection System and its 
Interface Design

In
te

rf
a
ce

Automatic
Processing Module

(APM-OB) 

Vehicle Data
Logger

(VDL)

AutomatedTrain | InnoTrans 2026 31



Safety Risk Analysis – Overview
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Hazard 
Analysis Initial Risk

Existing Barriers, Design, Rules
Accepted 

RiskAdditional Risk Mitigation

Operational Scenarios

Obstacle Type

Risk Matrix 
of EN 50126

Risk Graph of
EN 61508 

for Safety Functions

e.g. new Safety Function
„Obstacle Detection and Reaction System“

(ODS & APM)

Traction 
Block

Report to 
operation 

center
Horn Emergency 

Brake
Service 
Brake

AutomatedTrain | InnoTrans 2026



Requirements for safety related perception

Supervision adjacent track Area:
Detection of persons walking in the direction of Ego 
Route, safety related (BI)

Superversion Ego Route:
Reaction with horn & emergency brake, safety releated 
(SIL 1)

Superversion Ego Route:
Reaction with horn & service brake, not safety 
releated

Extendend Supervision in operation area: 
Report of unauthorized persons,
not safety related

Supervision adjacent track Area:
Detection of persons walking in the direction of Ego 
Route, safety related (BI)

33AutomatedTrain | InnoTrans 2026



Zone 1

Zone 2

Zone 3

Zone 4

Zone 2
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Zone 4: No Presence Space (current field of vision of driver)  
Report to operation center

Zone 1: Ego-Route-Space (SIL1)
Acoustic warning and emergency brake

Zone 2: Adjacent Track Area (BI)
Acoustic warning, service brake and report to operation center

Zone 3: Expected Ego-Route-Space (not safety releated)
Acoustic warning, service brake and report to operation center

▪ System responds evenly to all 
objects on the track

▪ This enables the 
implementation of a safety 
function without artificial 
intelligence

▪ Ensures comparable safety to 
current operations

Zone concept of obstacle detection
Top view

Person

Authorized 
Person

Obstacle

AutomatedTrain | InnoTrans 2026



Zone concept of obstacle detection
Side View

Ego-Route-Space (< Emergency Braking Dist, lower part), Person Cat1 SIL1, Obstacle Cat1 not safety related

Ego-Route-Space (< Emergency Braking Dist upper part), Person Cat2 and Obstacle Cat2 not safety related 

Overheadline Equipment Zone, Overheadline obstacles, min size 0.1 m, visible diagonal > 0.25 m, not safety related

Ego-Route-Space (< Emergency Braking Distance + 4s)

3m

2.6m

1.7m

AutomatedTrain | InnoTrans 2026 35



Digital Map

The Digital Map

▪ The digital map is consumed by the Object Detection System (ODS)

▪ All objects in the Digital Map are measured with a precision ~10 cm

▪ Track layout is represented by a topology and further described by 

attributes such as radius, cant and slope

▪ Infrastructure objects such as platforms, catenary poles, or buildings 

are described by 3-dimensional geometries

▪ A validation process ensures high quality in respect to accuracy and 

completeness

▪ A track-side system and the communication protocol to provide the 

map in a standardized format to the train are being specified within 

the ERJU initiative

is a digital representation of the railway infrastructure near 

the tracks which is provided to the vehicle as a reference.

ODS

AT-System

AutomatedTrain | InnoTrans 2026 36



APM-OB: Automatic Processing Module Onboard

The Automatic Processing Module Onboard (APM-OB) is 

responsible for performing actions that are currently performed 

by the train driver. 

Main tasks:

Wake-up train unit automatically 

Execute mission profile onboard analogue as defined in ERJU

Control the activation of a train unit front end for fully automated operation (GoA4) 

Prepare and perform GoA4 movement including supervision of the train unit status

React on relevant objects received from the Object Detection System (ODS)

Terminate GoA4 operation including handover control to driver or stabling of the train unit

Report and mitigate impact of system and train unit failures

Trigger data recording and transmission

APM-OB

AT-System

AutomatedTrain | InnoTrans 2026 37



APM Deep Dive: 
Reaction on relevant object

Operation
Center

The Object Detection System 

(ODS) provides detected "relevant 

objects" to the automatic 

processing module (APM-OB).

The APM-OB receives "brake 

characteristics" from ETCS-OB, 

which serve as further input for 

the determination of the reaction.

Depending on the "relevant 

object" and situation one or 

several reactions are triggered by 

APM-OB.

APM-OB

AT-System

Object Detection
System (ODS)

Service brake 
activation
(target point)

• traction cut-off
• emergency brake
activation

• signal horn
 activation

European train 
control system 
onboard 
(ETCS-OB)

Brake 
characteristics

Automatic train 
operation onboard 
(ATO-OB)

Vehicle Operation 
System (VOS)

Report on 
non-regular 
situation

Automatic Processing
 Module Onboard (APM-OB)

Approval after 
emergency braking

Relevant
object list

AutomatedTrain | InnoTrans 2026 38
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ETCS-OB adaptions for ATO GoA4
Addition of a new interface to APM-OB - Characteristics similar to TSI CCS* SUBSET-147

ETCS-OB

Transmission of information already available 
in ETCS-OB to APM-OB:

Content identical to TSI CCS* SUBSET 026-7 and 130

• ETCS-mode

• ETCS-state

• Balise linking

• Position, orientation and speed

• Gradients

• ETCS braking curves

• Wheel diameter

Receiving commands from APM-OB (as a replacement 
for the train driver), including status feedback:

• Handover of train data (brake percentage, train 

length and maximum train speed) and ETCS 

additional data (ETCS level, RBC** contact 

information), train driver ID and train operational 

number)

• Activation of ETCS start within the ETCS start-of-

mission process

• Activation of ATO engage to change to Automatic 

Driving Mode (automatic acceleration and braking 

of the train by the ATO-OB)

*Technical Specification for Interopability relating to Control-Command and Signalling systems
** Radio Block Center 

ETCS-OB

APM-OB

AT-System

APM-OB

AutomatedTrain | InnoTrans 2026
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ATO-OB adaptions for ATO GoA4
Addition of a new interface to APM-OB - Characteristics similar to TSI CCS SUBSET-143 

ATO-OB

Transmission of information internally 
available in ATO-OB to APM-OB:

• ATO-OB operation state

Receiving brake point and speed limit
information from APM-OB:

(e.g. to brake before detected objects or comply to operational speed limits.) 

• Indication that APM-OB is in control of the train unit

• Point where the train unit shall stop (similar to EoA* 

provided by ETCS-OB)

• Point that shall not be passed by the train unit (similar 

to SvL** provided by ETCS-OB)

• Speed restrictions

APM-OB

ATO-OB needs to include the brake point and speed limit 
information received by APM-OB in the determination of 
the most restricted speed profile.

ATO-OB

APM-OB

AT-System

* End of Authority 
** Supervised Location 

AutomatedTrain | InnoTrans 2026
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VOS adaptions for ATO GoA4

The Vehicle Onboard System (VOS) has been adapted to allow GoA4-functions

Execute the vehicle tests automatically during preparation service

Activate emergency brake when APM-OB is isolated or communication is lost while being in active GoA4 operation

Provide and manage power for AT-system

Manage the disembarkment status in conjunction with APM-OB

Provide an isolation switch for the AT-system

Safely release the doors upon ATO-OB request

Provide a new software and hardware interface to APM-OB based on the principles of SUBSET-119

Main tasks in GoA4 context:

VOS

AT-System

AutomatedTrain | InnoTrans 2026
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Deep Dive VOS: Adaptions for ATO GoA4

VOS

Transmission of information to APM-OB:

• Status information of train components/functionality 
controlled by APM-OB

• Additional status and NRS information for train 
components not controlled by APM-OB

• Isolation command for APM

• Failure information and imposed speed limits

• Train data, train unit composition and wheel diameter

• Trigger of imminent switch off of APM, ODS, VDL 

• Minimum reachable train preparation time

• Results of self-tests of train unit components 

• Permission to execute an emergency brake access test

Transmission of information to the VOS:

• Controlling state of APM-OB

• Failure indication of the APM and ODS

• Desired train unit preparation time

• Emergency brake access test status

APM-OB

(TCMS* +
hard-wired
train control)

Commands from APM-OB to trigger VOS functionality:

• Control cab activation and driving direction

• Set emergency brake

• Set traction cut off

• Control the parking brake

• Control the pantograph, main switch and stabling mode

• Control horn

• Control passenger compartment light

• Control GoA4 indication light

VOS
APM-OB

AT-System

* Train Control & Management SystemAutomatedTrain | InnoTrans 2026
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Deep Dive: Interaction with
Trackside Operation Center 

The operation centre, which is not in scope of the 

AutomatedTrain project, is used as a placeholder for a 

future trackside system that comprises the interfaces from 

APM-OB to the X2RAIL components Incident Solving 

Manager (ISM), Train Data (TD) and Mission Data (MD).

Main tasks:

▪ Provision of mission profile

▪ Supervision and control of the GoA4 onboard system

▪ Gateway to forward reports on non-regular situations 

(e.g. fire, critical train failures, passanger emergency 

brake)

Operation 
Center

Transmission of
information to APM-OB:

Transmission of information
to Operation Centre:

• Mission Control 

(incl. mission 

profile and specific 

control requests)

APM-OB

• Status report: 

System Status, 

Non-Regular 

Situations, Failures

APM-OB

AT-System

Trackside

The operation center is a system expected to be 
operated by the respective railway undertaking 
(RU) and may forward messages regarding the 
GoA4-system to the necessary relevant 
stakeholders (e.g. emergency control centre of 
infrastructure manager).

AutomatedTrain | InnoTrans 2026
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Diagnostics for Onboard Systems
Why?

Automatic Train Operation (ATO)

Sensor based Environment Monitoring 
Object Detection System (ODS)

• The Object Detection System (ODS) is a crucial
component for environmental monitoring in the
context of fully automated driving (e.g. GoA4).

• Various sensors with different field-of-view are used
for object detection.

• Increasing number of system components and their
functionalities and connections to upstream or
downstream technical systems.

• This leads to increasing complexity.

• To be able to use this complexity safely and robustly in the safety-critical system, diagnostics 

are needed.

• Therefore, the Diagnostics enable the monitoring and the evaluation of

− Sensor status/condition

− Disturbances (system and environmental influences)

− State of Health (SoH) for the whole technical System.

AutomatedTrain | InnoTrans 2026 45



Diagnostics for Onboard Systems
Challenge and Need for Development

Inspection of Evaluation of Recovery by

Conventional Train Operation

Automatic Train Operation

...

Technical System / Train

Passengers and People

Infrastructure & Signals

Environment, Weather, …

Values and Quality

State of Health

Overall Status

Train Driver

Mechatronics

Vehicle 
Functions / 
Service 
Oriented

Mechatronics

...

Technical System / Train

Passengers and People

Infrastructure & Signals

Environment, Weather, …

Values and Quality

State of Health

Overall Status

• The automated overall system without a train driver leads to increasing complexity.

• Train Driver Functions, especially System Evaluation and Recovery Action, must be taken over by Software Functions.

AutomatedTrain | InnoTrans 2026 46



Diagnostics for Onboard Systems
Concept and Architecture

The Service Oriented Vehicle Diagnostics
(SOVD) from the automotive industry was
developed for automated vehicles. Automatic
Train Operation (ATO) refers to an automated
vehicle, hence the idea of using and adapting
SOVD in the Rail context.

When technicians are near the vehicle, they can
connect to the vehicle's SOVD server via cable or
wirelessly for Co-Located diagnostic purposes. The
user remains near the vehicle and accesses the
diagnostic system with their application via a wireless
connection or cable. A typical use case is the
workshop, where diagnostics are used to identify
potential repairs.

Concept

Classic Diagnostic Adapter - CDA
Diagnostic over Internet Protocol - DoIP
Unified Diagnostic Services - UDS

Electronic Control Unit - ECU
High performance Computer - HPC
Application Programming Interface - API

Architecture
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Diagnostics for Onboard Systems
Development Partners and Technical Content

System definition and 
analysis

UDS Implementation
PER-TFM

Verification & Validation
Lab-Demonstrator

Development of 
Diagnostics

Diagnostics Functions

• Implementation of sensor monitoring 
and UDS interface of the Perception 
Train-Front-Monitoring (PER-TFM)

• Process Failure Mode and Effects 
Analysis (FMEA)

• Fault Detection Isolation and 
Recovery-Methods (FDIR)

• Test management and software testing
• Provision SiL & HiL test environment 

and integration of test objects

• Development of diagnostic functions
• Support from the company ACTIA

• Planning & Construction of Lab 
Demonstrator

• Operational analysis
• Requirements for technical 

implementation
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